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(): Should Uncle Sam
control U.S. encryption
technology exports?

Yes: Export controls
will help maintain

By WILLIAM A. REINSCH
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Making strong commercial encryption widely available
indeed is in our country’s best interests. It is inevitable that
powerful computers, advanced telecommunications and broad
electronic networks will form the basis for communications
and commerce in the future, Encryption will be essential for
the full development of electronic commerce in nefworks.
Businesses and individuals need the means to protect sensi-
tive commercial information from fraud and industnal espi-
onage and to preserve privacy, and their demand for these
products will further the spread of encryption. We must shape
our export-control policies so that, in their pursuit of global
markets, U.S. companies can take full advantage of their
strengths in information technology.

But the increased use of encryption carries with it serious
risks for public safety and our national securnity. Any policy
on encryption must address these risks as well if it is to be
in the national interest. Qur policy provides that balance by
working in close consultation with the private sector and by
working with the market, not against it.

A successful national policy must answer two important
questions: How do we ensure that communications across
public networks are trustworthy and conducted with securi-
ty and integrity? How do we accommodate the commaunica-
tions requirements of individuals and businesses while still
fulfilling our obligations to protect Amenican public safety

“and U.S. national security? '

First, we need electronic services that would build trust
in encryption systems. These are called key-management, or
securlty-management, infrastructures. They would provide
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paper documents and transactions, digital
signatures will do the same for electron-
ic communications.

With the advent of public-key cryptography and the inclu-
sion of encryption capabilities in mass-marketed software,
encryption now is available to more users than ever before.
However, for encryption to be used on a broad scale in elec-
tronic commerce — home banking and legal transactions, for
example —users must have the same level of confidence they
have in paper transactions.

The ability of encryption users te access backup-encryp-
tion keys can be critically important to individuals, business-
es and Jaw enforcement. Just as homeowners leave keys to their
houses with neighbors or friends in case they accidentally are
locked out, encryption users must be able to access extra keys
if theirs are lost. This particularly is true of users wha plan to
encrypt crucial financial or corporate information in today’s
unbreakable encryption. For example, the 56-hit digital encryp-
tion standard, or DES, recently was advertised as breakable after
78,000 workstation computers working for 96 days solved one
message. If I encrypted my will using DES, my heirs would
face the same hurdle fo access it— an irksome task. Howev-
er, if they were able 10 access my keys from a key-recovery
agent, my will would be available quickly once they had
established a legal authority to access the information,

In the same way, without some means of accessing
encrypted information, law enforcement, when it exercises
court-ordered wiretaps and searches in criminal cases, will
have lost an important tool in prosecuting felonies such as
drug-trafficking, kidnappings and terrorism. However imple-
mented, key recovery should be initiated and operated by the
private sector. The Clinton adminis- {continued on page 26)
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Strong encryption products are the locks and keys of the
digital age. Simply defined, encryption is the use of data-

. scrambling software to secure communications and computer

information so intruders cannot access them. In the indus-
trial age, encryption chiefly was used only by spics and the
military; in the information age, however, the whole world
is beginning to realize the importance of protecting digital
communications and on-line wansactions, Just as deadbolt
locks and alarm systems help people protect their houses
against intruders, thereby assisting law enforcement in pre-
venting crime, strong encryption allows people to protect their
digital communications and computer systems against crim-
inal hackers and computer thieves.

At present the digital world is not a safe place to do busi-
ness. Criminal hackers and computer thieves readily can
intercept sensitive personal and proprietary business infor-
mation. Economic espionage costs American businesses tens
of billtons of dollars every year, Storigs about the theft of
credit-card numbers on the Internet are being reported with
increasing frequency. And even the FBI, in its 1998 budget
request, has called this situation “a rapidly escalating crime
problem,” estimating that the Pentagon’s computers are sub-
ject to hackers’ attempts to break into them 250,000 times
a year.

America’s computer industry has responded to the increas-
ing demand for on-line security by developing state-of-the-
art encryption products, However, the Clinton administration,
while professing support for the widespread use of strong
encryption, continues to enforce antiquated policies that
prevent US. companies from exporting strong, market-
driven encryption products — even though they are widely
available from foreign manufacturers and on the Internet.
Clearly, the administration’s encryption policies are at odds
with its stated goals. ‘

To address this growing problem, Rep. Zoe Lofgren, a
California Democrat, and I have introduced HR6935 — the
Security and Freedom through Encryption, or SAFE, Act
of 1997, This bill accomplishes three critical goals: pre-
venting economic crime, promoting electronic commerce
and protecting the personal privacy of all law-abiding
Americans,

HR695 enjoys the support of organizations across the
political spectrum. A partial list of supporters includes the
.S, Chamber of Commerce, the National Association of
Manufacturers, the Law Enforcement Alliance of America,
the Business Software Alliance, the Computer and Commu-
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Goodlatte, a Virginia
Republican, serves on

nications Industry Association, the Infor-
mation Technology Association of Amer-
ica, Netscape, Microsoft, Americans for

encryption to commerce and ptivacy in
the information age, and believe the
SAFE Act is the right approach to pro-
viding computer users with the safety and security they
need.

Asnoted, HRG95 prevents economic espionage while pro-

tecting hundreds of thousands of American jobs. This legis-
Jation has four main compaonents: (1) Ensuring all Americans
the freedom to use and sell any type of encryption domesti-

cally; (2) prohibiting the government from mandating that peo- -

ple use “key-recovery” or “key-escrow™ eneryption, in which
computer users are required to give the government access to
their communications and computer files without their knowl-
edge; (3) creating a level playing field for American business
in the global marketplace by allowing the export of general-
ly available encryption products; and (4) creating additional
criminal penalties for those who knowingly use eneryption to
coverup federal felonies.

While allowing the export of generally available encryp-
tion, the SAFE Act does not allow the expart of sznsitive mil-
itary or weapons technologies. The integrity of our natien-
al-security infrastructure is dependent upon keeping such
techinologies secret, and HR695 will not change our current
policies in that area. What the bill does allow to be export-
ed, however, are products that can be purchased at a local com-
puter store or over the Internet.

The Clinton administration, unforfunately, prefers to pur-
sue a policy that not only keeps American companies from
fully competing with foreign manufacturers but also seeks
to impose burcaucratic regulatory schemes on the market-
place. The administration is attempting to create these regu-
latory schemes under the umbrella of broad new “key-man-
agement infrastructures” that have yet to be tested in the
marketplace. .

Driven by user needs, the on-line world is developing such
systems of assurance without government intervention. The
security and effectiveness of these systems will be tested by
the market. Consequently, it is impassible to know at this point
which systems will succeed and which will fall — the
intensely competitive global marketplace will decide that
question. Government bureaucracy and regulation neither is
necessary nor desirable.

By preventing American companies from exporting strong
encryption, the government perpetuated a sense of uncertainty
in the marketplace that has discouraged these companies from
developing commercial infrastructures. On the other hand,
HR695 actually promotes the development of such infra-
structures by removing unwantzad and unworkable govern-
ment regulation. As former British (continued on page 27)
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tration consistently has stated that the government does not
wish to hold the keys to encrypted communications.
All of these security-management services are crucial to the

~ development of electronic commerce and the conduct of

everyday business on the Internet. Voluntary registration of cer-
tificate authorities and key-recovery agents will lend credibil-

ity to these services and ensure the client that minimal respon-

sibility standards have been met. In turn, protection from civil
and criminal liability should be afforded these providers.
Controls of strong encryption exports play an important role
in the implementation of this secure pub- :
lie-network policy and in the preservation
of national security and law enforcement,
They permit the government to review
license applications, the proposed end
user and other information which may
harm U.S. law-enforcement or national-
security interests. The Clinton adminds-
tration believes those risks to national

ism and drug-trafficking also justify con-
tinued controls and government review,

In that regard, export controls are
consistent with America’s international obligations under the
Wagsenaar Arrangement to Voluntary Restraint Agreements.
A number of U.S. trading partners have gone beyond our con-
troleand imposed more-rigorous import restrictions or
domestic-use requirements, Through our special envoy for
encryption, Ambassador David Aaron, the United States is
pursuing discussions with other governments to reach com-
moz approaches toward key-management infrastructures the
world aver. These infrastructures will facilitate electronic
communication and commerce internationally and expand the
market for American products while maintaining appropri-
ate access for the purposes of law enforcement.

That latter point is particularly important because it goes
to the heart of Virginia Republican Rep. Bob Goodlatte's
arguments. To his credit, he has recognized the need for secure
infrastructures. At a May 1997 hearing on his bill, he said,
“We have to promote the use of key management and key
recovery because, if anybody sets up a heavily encrypted com-
puter system and loses their key or hasn't the ability to com-
municate with some aspect of their communications system,
they have created an enormous problem for themselves,
risking huge economic loss by doing so.” Despite this
acknowledgment of the value of key-management infra.
structures, he continues to pursue legistation which does
absolutely nothing to promote their development.

Instead, Goodlatte has chosen to focus on a single piece of
the encryption-policy puzzle: how to ensure that U.S. manu-
facturers of encryption products can compete effectively in the
international marketplace. But his solution — elimination of
export controls on all encryption hardware and sofrware —
misses a fundamental point about the rnarket. Encryption
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products are going to be most in demand when the infrastruc-
tures within which they can function are in existence. With-
out key-management infrastructures, without digital signatures,
using strong encryption is like putting a combination lock on
a cardboard box — it looks fine, but the security is an illusion.
In other words, simply allowing U.S. producers unrestrict-

ed sales abroad will not make them competitive. Instead, we
need to promote key-management infrastructures, authentica-
tion systems such as digital signatures and greater interoper-
ability so that different systems can talk to each other. Good-
latte’s approach will not do that. On the other hand, 8609, the
Secure Public Networks Act, introduced by Democratic Sen.
Robert Kerrey of Nebraska and Republican Sen. John McCain
of Arizona, will. If the United States

establishes these basic elements of secure

DECOI]t['OI Of exports .public networks internationally, Ameri-
could degrade the
nation’s ability to
roduce vital
intelligence for mil-
itary commanders.

can producers doubtless will maintain or
increase their current overwhelming share
of the market. That is why the Clinton
administration is spending so much time
in discussions with our trading partners
to develop a common approach. Even if
we do not forge a shared approach to key
management, however, it is highly unlike-
ly that the result would be free trade in
encryption products. Simply removing
export controls at our end by no means is a guarantee that other
nations wil] let our products in.

No one is more eager to promote American products than
the Commerce Department, where 1 serve, but immediate
decontrol of exports will not have that result. Tt could, how-
ever, degrade the nation’s ability to produce vital intelligence
for military commanders and undermine U.S, efforts to pro-
tect Americans from terrorists, spies and drug traffickers.
With the Clinton administration’s policy we can avoid pay-
ing that price at the same time we develop the infrastructures
that in fact will demand appropriate U.S, products.

The best proof of our policy is American industry’s
response to it. We have provided more-liberal export controls
for those companies that commit to build key-recovery prod-
ucts in the future. In the first seven months we have received
more than 1,000 license applications for exports valued
above $500 million. Thirty-three companies have submitted
commitment plans which lay out how they will build and mar-
ket key-recovery products, and we have approved 29. These
companies include some of the largest software and hardware
manufacturers in the country.

This is a difficult public-policy issue and it demands
more serious attention than it has received thus far, We must
focus our attention on fitting together the various pieces of
the encryption-policy puzzle to form an approach that bal-
ances all the public interests without jeopardizing national
security or public safety.

Marny Americans are aware of the complexity of this issue,
particularly members of Congress, private-industry leaders,
members of the Clinton administration and computer buffs,
Because of the complexity of the issues, the information avail-
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able to the average American does not convey the tmpact this
nolicy will have on how business and private communications
are conducted across the Internet. Many Americans do not
understand that the resolution of this policy debate ultimately
will decide whether they will be able to trust the Internet for
electronic commerce. We owe our citizens a comprehensive

resolution of all the issues affecting them and a policy that
balances the use of strong encryption with the need to pre-
serve national security and allow law enforcement to continue
irs commitment to protecting public safety. We cannot be sat-
isfied with one-sided propesals that do not even attempt to
meet all of the public interests invoived. L
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Prime Minister Margaret Thatcher aptly put it, “Governments
... are themselves *blind forces’ blundering about in the dark,
and obstructing the operations of markets rather than improv-
ing them.”

A recent report issued by 11 of the world’s top eryptogra-
phers, titled The Risks of Key Recovery, Key Escrow and Trust-
ed Third Party Encrvption, offers further evidence that vari-
ous key-escrow, key-recovery and key-management systems
proposed by the administraticn neither are feasible nor advis-
able. This report found not only that “the field of eryptogra-
phy has no experience in deploying secure systems of this scope
and complexity,” but also that such systems involve security
risks and potentially could cost many billions of dollars.

In addition to the feasibility questions surrounding the
administration’s attempt to link digital signatures, certificate
authorities and key-recovery encryption into a global key-man-
agement infrastructure, this approach raises serious constitu-
tional questions as well. First Amendment
guarantees of freedom of speech, Fourth
Amendment protections against unrea-
sonable searches and seizures, Fifth
Amendment rights against self-incrimi-
nation and 10th Amendment reservations
of powers to the states all are implicated
in the administration’s proposal. Surren-
dering constitutional rights is too high a
price to pay for participating in electron-
ic commerce.

The administration continues to
claim that strong encryption is not wide-
ly available overseas, in part because of U.S. export controls.
However, this assertion ignores the fact that German, Dutch,
Swedish, British, Russian and other foreign manufacturers
have created more than 500 strong and reliable encryption
products that are available internationally and on the Imter-
net. As one article noted, “Far from hindering the spread of
powerful encryption programs, American policy has created
a bonanza for alert entreprencurs cutside the United States.”

An example of the folly of the administration’s export
restrictions is the recent announcement that Sun Microsystems
will be entering into a partnership with Elvist, a Russian
encryption manufacturer, to distribute strong encryption world-
wide. Since the United States has no ‘mport or domestic con-
trols on the use of non-key-escrow encryption {and rightly so},
Sun can import the Russian product and distribute it domes-
tically, while the Rugsian company distributes the same prod-
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uct overseas. Therefore, U.S. companies now will be able to
communicate securely with their overseas offices and sub-
sidianies without violating the export-control laws; unfortu-

nately, they will not be using U.S.-made encryption products .

to do so. Even worse, we will be exporting thousands of jobs
overseas to create and sell encryption products that should be
made in America.

The Sun announcement demonstrates three critical facts
that reveal the absurdity of arguments the administration
uses to defend its current policies: (1) Consumers are demand-
ing strong encryption products to protect their digital com-
munications; (2} strong encryption products already are avail-
able from foreign manufacturers, and reputable U.S. firms are
willing to stake their corporate reputations on the quality of
those products; and (3) the current export-control scheme is
taking jobs and revenue from our economy.

In addition to promoting electronic commerce andgro-
tecting personal privacy, strong encryp-
tion prevents crime. In its landmark report
on encryption policy, the blue-ribbon
National Research Council concluded
the following: “If ¢ryptography can help
protect nationally critical information
systems and networks against unautho-
rized penetration (which it can), it also
supports the national security of the Unit-
ed States.”

The administration’s encryption poli-
cy actually undermines our national secu-
rity by keeping strong, market-driven,
American-made encryption products from dominating the
global marketplace, Proliferation of Americarn encryption prod-
uets is essentiel if we are to preserve the integrity of our
national-security infrastructure in the information age. If US.
encryption continues to be restricted, however, foreign products
soon will dominate the marketplace, hindering our ability to
gather effectively intelligence against terrorists and criminals.

The SAFE Act prevents economic crime, promotes elec-
tronic commerce and protects the personal privacy of all law-
abiding Americans. Additionally, it allows the free market
to design its own standards and selutions for the develop-
ment of global commerce, free from unwanted and unwork-
able government regulation. This bipartisan legislation
ensures that all law-abiding Americans will be able to com-
municate privately and conduct business securely in the
information age. .

Insight « 27

wnisoduwAis



